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DETAILED ACTION 

Response to Amendment 

Claims 1,6, 10, 11, 1 2, 20 are amended in the instant application. 

Claims 2, 8, 9, 13, are original in the instant application. 

Claims 3, 4, 5, 7, 14, 15, 16 are previously presented in the instant application. 

Claims 17, 19 are cancelled in the instant application. 



Response to Arguments 

Applicant's arguments filed 3/27/2008 have been fully considered but they are moot on 
grounds of new rejection. Please see office action below for details. 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms 
the basis for all obviousness rejections set forth in this Office 
action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim(s) 1, 3, 4, 5, 6, 9, 10, 11, 12, 13, 14, 15, 16, 18, 20 are 
rejected under 35 U.S.C. 103(a) as being unpatentable over 
Huuhtanen (Publication # EP 0 674 441 A1) in view of Pasqualino 
(Publication #2002/0163598 A1) further in view of Kluttz (US 
Patent No. 6598161 B1). 



Huuhtanen discloses: 
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1 . A packet based high bandwidth copy protection method 
comprising: 

• displaying the decrypted data packets by the sink device(Col 

3, lines 5-10, the examiner notes that the customer has a 
descrambling device that is attached to the signal receiver or sink 
unit, that will allow the customer to view the displayed decrypted 
data packets). 



6. A system for providing high bandwidth copy protection in a 

packet based system, comprising: 

• a sink unit coupled to the source unit arranged to receive the 
data packets from the source unit(Col 3, lines 5 -10, the 
examiner notes that the customer has a descrambling device 
attached the signal receiver or sink unit.); 



• a decryption unit coupled to the sink unit arranged to 
appropriately decrypt the encrypted data packets(Col 3, lines 
5 -10, the examiner notes that the customer has a descrambling 
device attached the signal receiver or sink unit.); 

• an encryption/decryption values generator arranged to 
provide the first and at least the second set of 
encryption/decryption values to the decryption unit(Col 3, 

lines 5 -10, the examiner notes that the customer has a 
descrambling device attached the signal receiver or sink unit that 
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will posses the necessary decryption values generator that will 
arrange for the decrypting of the selected encrypted data packets 
received by the sink device.); and 

• a processor for processing the decrypted data packets for 
display by the sink unit (Col 3, lines 5 -10, the examiner notes 
that the customer has a descrambling device that is attached to the 
signal receiver or sink unit, that will allow the customer to view 
the displayed decrypted data packets). 



12. Computer program product executable by a processor for 
providing a packet based high bandwidth copy protection, the 
computer program product comprising: 



• computer code for encrypting forming a first group of the 
data packets by encrypting some of the data packets based 
upon a first set of encryption values, wherein the number of 
encrypted data packets in the first group is less than the 
number of data packets formed at the source device(Col. 3, 
lines 5 - 9 & Col. 3, lines 47 - 50, the examiner notes that the 
customers receiver (i.e. cable box) can be considered a computer 
program product. Based on the fact that a cable box has both a 
hardware and software components, without hardware or software 
component, the other will be unable to operate; the cable box 
contains the necessary software to request and retrieve TV 
programming (i.e. movies, sporting events etc.) from the operators 
server (forming a number of data packets at the operators server.), 
moreover the operator receiver or cable box contains the software 
necessary to implement the goods and services promised by the 
operator, which is through the execution of the operators server 
(which contains the operators multimedia content processor.) The 
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customers receiver will also have the necessary software for 
encryption/decryption generator for sending encrypted messages 
(i.e. cable box malfunction indications that facilitates problem 
solving and better customer service, for example sending 
multimedia data packets back to the operators server (i.e. if there is 
a an error in the sending of multimedia content, the receiver will 
request that a particular data packet be sent back to the receiver in 
order to complete the multimedia content transmission to the 
customer and will be encrypted so that a hacker cannot gain 
information on how to break into a the cable TV system.); 

• computer code for displaying the decrypted data packets by 
the sink device(Col. 3, lines 5-9, the examiner notes that the cable 
box or the operators cable box will have the necessary software or 
decryption software or a module that is attached or is in 
communication with the cable box receiver that allows the 
decryption of the incoming encrypted data packets, due to the fact 
the data packets and also encryption key from the operators server 
will be encrypted, which is needed in order for the display of the 
decrypted data packets); and 

• computer readable medium for storing the computer 

code(Col. 3, lines 5 - 9 & Col. 3, lines 47 - 50, the examiner notes 
that the customers receiver(i.e. cable box, which is portable) can be 
considered a computer program product. Based on the fact that a 
cable box has both hardware and software components, without the 
hardware component or software component, the other component 
will be unable to operate; the cable box contains the necessary 
software to retrieve TV programming (i.e. movies, sporting events 
etc.) from the operators server, which is a computer, which is 
able to communicate and or read the signals from the cable box, 
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initiated by the customer or user commands, the receiver is also 
able to interpret the operators server commands.). 

Huuhtanen does not explicitly disclose: 

1 . A packet based high bandwidth copy protection method 

comprising: 



• forming a number of related data packets at a source 
device(); 

• forming a first group of encrypted data packets by encrypting 
some of the data packets based upon a first set of 
encryption/decryption values, wherein the number of 
encrypted data packets in the first group of encrypted data 
packets is less than the number of data packets formed at 
the source deviceQ; 



• forming second group of encrypted data packets by 

encrypting those data packets not already encrypted based 
upon a second set of encryption values wherein each and 
every one of the related data packets is encrypted and 
belongs to either the first or the second group of encrypted 
data packetsQ; and 



Application/Control Number: 10/762,680 
Art Unit: 2134 



Page 7 



• transmitting the encrypted data packets from the source 
device to a sink device coupled thereto(); 

• decrypting the first group of encrypted data packets using t- 
he a first set of encryption/decryption values corresponding 
to the first set of encryption valuesQ; 



• decrypting the second group of encrypted data packets 
using the a second set of decryption values corresponding to 
the at least second set of encryption values_concurrently with 
the decrypting of the first set of encrypted data packets(); 
and 



3. A method as recited in claim 1, further comprising: 

• forming a first control data packet associated with the first 
set of encryption/decryption values(); 

• using the first control data packet to identify the first group of 
encrypted data packetsQ; 



• forming a second control data packet associated with the 
second set of encryption/decryption values(); and 

• using the second control data packet to identify the second 
group of encrypted data packets, wherein the 
encryption/decryption values include a Vsync control value, 
an Hsync control value, and a CNTL3 control valueQ. 
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4. A method as recited in claim 3, 

• using the first set of encryption/decryption values included in 
the first control data packet to decrypt the first group of 
encrypted data packets and using the second set of 
encryption/decryption values included in the second control 
data packet to decrypt the second group of encrypted data 
packetsQ. 



5. A method as recited in claim 4, wherein 

• when the CNTL3 control value is active, then the 
corresponding data packet is encryptedQ. 



6. A system for providing high bandwidth copy protection in a 
packet based system, comprising: 

• a source unit arranged to provide a number of related data 
packetsQ; 



• an encryption unit coupled to the source unit arranged to 
encrypt selected ones of the data packets sent from the 
source unit to the sink unit using a first set of encryption 
values and the remaining data packets using at least a 
second set of encryption values different from the first set of 
encryption values wherein each and every one of the data 
packets is encryptedQ; 
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9. A system as recited in claim 8, wherein 

• the display unit includes a number of speakers arranged to 
transmit audio signals based upon processed ones of the 
audio data packets(). 

10. A system as recited in claim 9, wherein 

• the encryption/decryption values include a Vsync control 
signal, a Hsync control signal corresponding to the video 
data packetsQ. 



11 . A system as recited in claim 10, wherein 

• the encryption/decryption values further includes a CNTL3 
control value to flag those data packets that are encrypted(). 

12. Computer program product executable by a processor for 
providing a packet based high bandwidth copy protection, the 
computer program product comprising: 



• computer code for forming a number of related data packets 
at a source device; 

• computer code for forming a second group of encrypted data 
packets by encrypting those data packets not already 
encrypted based upon a second set of encryption values 
wherein each and every one of the related data packets is 
encrypted and belongs to either the first or the second group 
of encrypted data packetsQ; 
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• computer code for transmitting the encrypted data packets 
from the source device to a sink device coupled thereto(); 

• computer code for decrypting the first group of encrypted 
data packets using a first set of decryption values 
corresponding to the first set of encryption values(); 

• computer code for decrypting the second group of encrypted 
data packets using a second set of decryption values 
corresponding to the at least second set of encrvption values 
concurrentlv with the decrypting of the first set of encrypted 
data packets(); 

13. Computer program product as recited in claim 12, wherein 

• the source device is a video source and wherein the sink 
device is a video display and wherein the number of data 
packets include some audio data packets and some video 
data packetsQ. 



14. Computer program product as recited in claim 13, wherein 

• the encryption control values include a Vsync control value, 
an Hsync control value, and a CNTL3 control valueQ. 



15. Computer program product as recited in claim 14, wherein 

• each of the data packets is associated with a specific CNTL3 
control value(). 

16. Computer program product as recited in claim 15, wherein 



Application/Control Number: 10/762,680 
Art Unit: 2134 



Page 1 1 



• when the CNTL3 control value is active, then the 
corresponding data packet is encryptedQ. 



18. A method as recited in claim 1, wherein 

• the first set of encryption values is different than the second 
set of encryption valuesQ. 



20. A method as recited in claim 1 , 

• using the encryption/decryption values included in the first 
control data packet to decrypt the first group of encrypted 
data packets and using the encryption/decryption values 
included in the second control data packet to decrypt at least 
the second group of encrypted data packetsQ. 



However, Pasqualino discloses: 

3. A method as recited in claim 1, further comprising: 



• using the second control data packet to identify the second 
group of encrypted data packets, wherein the 
encryption/decryption values include a Vsync control value, 
an Hsync control value, and a CNTL3 control value 
(Paragraphs: 82, 93, 95, 97, 98, figure 2 & 3). 
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5. A method as recited in claim 4, wherein 

• when the CNTL3 control value is active, then the 

corresponding data packet is encrypted(Paragraphs: 82, 93, 
95, 97, 98, figure 2 & 3). 



9. A system as recited in claim 8, wherein 

• the display unit includes a number of speakers arranged to 
transmit audio signals based upon processed ones of the 
audio data packets(Paragraphs: 0047& 0065, Examiner 
notes, DVAA enables Pasqualino to teach a display unit that 
has speakers because it is the representative of the 
standard for use in the consumer industry for transmitting 
high quality, multi-channel audio and auxiliary data over a 
digital video link). 



10. A system as recited in claim 9, wherein 

• the encryption/decryption values include a Vsync control 
signal, a Hsync control signal corresponding to the video 
data packets(Paragraphs: 82, 93, 95, 97, 98, figure 2 & 3). 
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11 . A system as recited in claim 10, wherein 

• the encryption/decryption values further includes a CNTL3 
control value to flag those data packets that are 

encrypted(Paragraphs: 82, 93, 95, 97, 98, figure 2 & 3). 

13. Computer program product as recited in claim 12, wherein 

• the source device is a video source and wherein the sink 
device is a video display and wherein the number of data 
packets include some audio data packets and some video 
data packets(Paragraph: 0047, 0051). 

14. Computer program product as recited in claim 13, wherein 

• the encryption control values include a Vsync control value, 
an Hsync control value, and a CNTL3 control 

value(Paragraphs: 82, 93, 95, 97, 98, figure 2 & 3). 

15. Computer program product as recited in claim 14, wherein 

• each of the data packets is associated with a specific CNTL3 
control value(Paragraphs: 82, 93, 95, 97, 98, figure 2 & 3). 

16. Computer program product as recited in claim 15, wherein 

• when the CNTL3 control value is active, then the 
corresponding data packet is encrypted (Paragraphs: 82, 93, 
95,97, 98, figure 2 & 3). 



20. A method as recited in claim 1 , 
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• using the encryption/decryption values included in the first 
control data packet to decrypt the first group of encrypted 
data packets and using the encryption/decryption values 
included in the second control data packet to decrypt at least 
the second group of encrypted data packets(Paragraphs: 82, 
93, 95, 97, 98, figure 2 & 3). 



Further, Kluttz discloses: 

1 . A packet based high bandwidth copy protection method 
comprising: 



• forming a number of related data packets at a source 
device(Col. 2, lines 5-15, Col. 6, lines 55 - 60, Col. 7, lines 
3-6, the examiner notes that the examiner interprets 
"related," to mean that the media being encrypted is all the 
same media, for example, a video clip that contains audio 
and video data packets is being encrypted and not a 
video/audio clip and an unrelated text document is being 
encrypted together); 

• forming a first group of encrypted data packets by encrypting 
some of the data packets based upon a first set of 
encryption/decryption values, wherein the number of 
encrypted data packets in the first group of encrypted data 
packets is less than the number of data packets formed at 
the source device(Col. 2, lines 5-15, Col. 6, lines 55 - 60, 
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Col. 7, lines 3 -6); 



• forming second group of encrypted data packets by 

encrypting those data packets not already encrypted based 
upon a second set of encryption values wherein each and 
every one of the related data packets is encrypted and 
belongs to either the first or the second group of encrypted 
data packets(Col. 2, lines 5-15, Col. 6, lines 55 - 60, Col. 
7, lines 3 - 6); and 



• transmitting the encrypted data packets from the source 
device to a sink device coupled thereto(col. 7, lines 28 - 45); 

• decrypting the first group of encrypted data packets using 
the a first set of encryption/decryption values corresponding 
to the first set of encryption values(Col. 2, lines 21 - 28, Col. 
2, lines 33 - 40, Col. 2, lines 49 - 52, col. 6, lines 28 - 31 ); 



• decrypting the second group of encrypted data packets 
using the a second set of decryption values corresponding to 
the at least second set of encryption values concurrently with 
the decrypting of the first set of encrypted data packets(Col. 
2, lines 21 - 28, Col. 2, lines 33 - 40, Col. 2, lines 49 - 52, 
col. 6, lines 28-31); and 



3. A method as recited in claim 1, further comprising: 
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• forming a first control data packet associated with the first 
set of encryption/decryption values(Col. 2, lines 5-15, Col. 
6, lines 55 - 60, Col. 7, lines 3 - 6,); 

• using the first control data packet to identify the first group of 
encrypted data packets(Col. 2, lines 5-15, Col. 6, lines 55 - 
60, Col. 7, lines 3 -6,); 



• forming a second control data packet associated with the 
second set of encryption/decryption values(Col. 2, lines 5 - 
15, Col. 6, lines 55 - 60, Col. 7, lines 3 - 6,); and 



4. A method as recited in claim 3, 

• using the first set of encryption/decryption values included in 
the first control data packet to decrypt the first group of 
encrypted data packets and using the second set of 
encryption/decryption values included in the second control 
data packet to decrypt the second group of encrypted data 
packets(Col. 2, lines 21 - 28, Col. 2, lines 33 - 40, Col. 2, 
lines 49 - 52, col. 6, lines 28 - 31 ). 

6. A system for providing high bandwidth copy protection in a 
packet based system, comprising: 

• a source unit arranged to provide a number of related data 
packets(Col. 2, lines 5-15, Col. 6, lines 55 - 60, Col. 7, 
lines 3-6, the examiner notes that the examiner interprets 
"related," to mean that the media being encrypted is all the 
same media, for example, a video clip that contains audio 
and video data packets is being encrypted and not a 
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video/audio clip and an unrelated text document is being 
encrypted together); 



• an encryption unit coupled to the source unit arranged to 
encrypt selected ones of the data packets sent from the 
source unit to the sink unit using a first set of encryption 
values and the remaining data packets using at least a 
second set of encryption values different from the first set of 
encryption values wherein each and every one of the data 
packets is encrypted(Col. 2, lines 33 - 40 & Col. 7, lines 7 - 
16); 



12. Computer program product executable by a processor for 
providing a packet based high bandwidth copy protection, the 
computer program product comprising: 



• computer code for forming a number of related data packets 
at a source device (Col. 2, lines 5-15, Col. 6, lines 55 - 60, 
Col. 7, lines 3-6, the examiner notes that the examiner 
interprets "related," to mean that the media being encrypted 
is all the same media, for example, a video clip that contains 
audio and video data packets is being encrypted and not a 
video/audio clip and an unrelated text document is being 
encrypted together); 



computer code for forming a second group of encrypted data 
packets by encrypting those data packets not already 
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encrypted based upon a second set of encryption values 
wherein each and every one of the related data packets is 
encrypted and belongs to either the first or the second group 
of encrypted data packets(Col. 3, lines 63 - 67 & Col. 4, 
lines 1 - 28, & Col. 5, lines 30 - 55); 

• computer code for transmitting the encrypted data packets 
from the source device to a sink device coupled thereto(Col. 

3, lines 63 - 67 & Col. 4, lines 1 - 28, & Col. 5, lines 30 - 55); 

• computer code for decrypting the first group of encrypted 
data packets using a first set of decryption values 
corresponding to the first set of encryption values(Col. 3, lines 
63 - 67 & Col. 4, lines 1 - 28, & Col. 5, lines 30 - 55); 

• computer code for decrypting the second group of encrypted 
data packets using a second set of decryption values 
corresponding to the at least second set of encrvption values 
concurrentlv with the decrvpting of the first set of encrypted 
data packets(Col. 3, lines 63 - 67 & Col. 4, lines 1 - 28, & Col. 
5, lines 30 - 55); 



18. A method as recited in claim 1, wherein 

• the first set of encryption values is different than the second 
set of encryption values(Col. 2, lines 32 - 40). 



Huuhtanen and Pasqualino and Kluttz are analogous art because 
they are from the "same field of endeavor," which is the field of 
encryption of information being passed from a source to a sink 
device. 
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At the time of the invention, it would have been obvious to one of 
ordinary skill in the art, having the teachings of Huuhtanen and 
Pasqualino and Kluttz before him or her, to modifying claim 1 & 6 
& 12, 13, Huuhtanen teaches the scrambling an entire digital 
signal or digital content by encrypting with one encryption key that 
is being sent from a source to a sink device, which does not meet 
the claim limitations of claim 1 , however to one of ordinary skill in 
the art would find the combination of Kluttz with Huuhtanen by 
allowing the information or content to encrypted by specific 
portions of the data, by the use of different encryption/decryption 
keys, and allowing access to only specific levels of multimedia 
(i.e. text document, audio/video clip, graphics.... etc), when the 
multimedia content is being sent from a source to a sink device, 
and also the computer program implementation of the above 
combination. 



Referring to claim 3, 4, 5, 10, 11, 14, 15, 16, 20, Huuhtanen only 
teaches encryption of data packets of a digital signal, the 
encryption of the data packets do not teach the 
encryption/decryption values include a Vsync control signal, a 
Hsync control signal corresponding to the video data packets or 
the encryption/decryption values further includes a CNTL3 control 
value to flag those data packets that are encrypted or using the 
encryption/decryption values included in the first control data 
packet to decrypt the first group of encrypted data packets and 
using the encryption/decryption values included in the second 
control data packet to decrypt at least the second group of 
encrypted data packets, however to one or ordinary skill in the art, 
the combination of Huuhtanen and Pasqualino would render the 
above claims obvious, thus Pasqualino teaches, the control 
values/signals (CNTL3) associated with the transmission of data 
packets (i.e. identify which data packets are encrypted), because 
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by selecting only some of the plurality of data packets to be 
encrypted and associating a specific control packet and 
encryption/decryption values will allow the receiver to identify the 
incoming data packets that are encrypted and unencrypted. This 
protocol will also make it very hard to obtain an illegal signal from 
the cable service operator, due to the fact that each successive 
grouping of data packet has different encryption/decryption values 
and control packet. 

Referring to claim 18, Huuhtanen teaches the scrambling an 
entire digital signal or digital content by encrypting with one 
encryption key that is being sent from a source to a sink device, 
which does not meet the claim limitations of claim 18, however to 
one of ordinary skill in the art would find the combination of Kluttz 
with Huuhtanen by allowing the information or content to 
encrypted by specific portions of the data, by the use of different 
encryption/decryption keys, and allowing access to only specific 
levels of multimedia (i.e. text document, audio/video clip, 
graphics.... etc), when the multimedia content is being sent from a 
source to a sink device, and also the computer program 
implementation of the above combination. 



The suggestion/motivation for doing so would have been to 
prevent non-paying or non-subscribing customers from obtaining 
or pirating free service (Pasqualino: Paragraph: 0053) and 
preventing the pirating of all video and audio stream content or 
data packets being transferred from a source (TV operators 
equipment) to a sink (customers cable TV box) in a lossless 
digital domain. (Pasqualino: Paragraph: 49), by allowing only a 
user access to specific levels of a multimedia, in Col. 1, lines 20 - 
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26 of Kluttz also please see KSR v. Teleflex, 127 S.Ct. 1727, 
1740, 82 USPQ2d 1385, 1396 (2007). 



Claim(s) 2, 7, 8 are rejected under 35 USC 103 (a) as being 
obvious over Huuhtanen (Publication # EP 0 674 441 A1) in view 
of Kluttz (US Patent No. 6598161 B1) further in view of Faber 
(Pat. #6477252 B1) 



Huuhtanen discloses: 

1 . A packet based high bandwidth copy protection method 
comprising: 

• displaying the decrypted data packets by the sink device(Col 
3, lines 5 -10, the examiner notes that the customer has a 
descrambling device that is attached to the signal receiver 
or sink unit, that will allow the customer to view the displayed 
decrypted data packets). 



6. A system for providing high bandwidth copy protection in a 

packet based system, comprising: 

• a sink unit coupled to the source unit arranged to receive the 
data packets from the source unit(Col 3, lines 5 -10, the 
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examiner notes that the customer has a descrambling device 
attached the signal receiver or sink unit.); 



• a decryption unit coupled to the sink unit arranged to 
appropriately decrypt the encrypted data packets(Col 3, lines 
5 -10, the examiner notes that the customer has a descrambling 
device attached the signal receiver or sink unit.); 

• an encryption/decryption values generator arranged to 
provide the first and at least the second set of 
encryption/decryption values to the decryption unit(Col 3, 

lines 5 -10, the examiner notes that the customer has a 
descrambling device attached the signal receiver or sink unit that 
will posses the necessary decryption values generator that will 
arrange for the decrypting of the selected encrypted data packets 
received by the sink device.); and 

• a processor for processing the decrypted data packets for 
display by the sink unit (Col 3, lines 5 -10, the examiner notes 
that the customer has a descrambling device that is attached to the 
signal receiver or sink unit, that will allow the customer to view 
the displayed decrypted data packets). 



Huuhtanen does not explicitly disclose: 

1 . A packet based high bandwidth copy protection method 

comprising: 
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• forming a number of related data packets at a source 
device(); 

• forming a first group of encrypted data packets by encrypting 
some of the data packets based upon a first set of 
encryption/decryption values, wherein the number of 
encrypted data packets in the first group of encrypted data 
packets is less than the number of data packets formed at 
the source deviceQ; 



• forming second group of encrypted data packets by 

encrypting those data packets not already encrypted based 
upon a second set of encryption values wherein each and 
every one of the related data packets is encrypted and 
belongs to either the first or the second group of encrypted 
data packetsQ; and 



• transmitting the encrypted data packets from the source 
device to a sink device coupled thereto(); 

• decrypting the first group of encrypted data packets using t- 
he a first set of encryption/decryption values corresponding 
to the first set of encryption valuesQ; 



• decrypting the second group of encrypted data packets 
using the a second set of decryption values corresponding to 
the at least second set of encryption values_concurrently with 
the decrypting of the first set of encrypted data packets(); 
and 
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2. A method as recited in claim 1, wherein 

• the source device is a video source and wherein the sink 
device is a video display and wherein the number of data 
packets include some audio data packets and some video 
data packetsQ. 



6. A system for providing high bandwidth copy protection in a 
packet based system, comprising: 

• a source unit arranged to provide a number of related data 
packetsQ; 



• an encryption unit coupled to the source unit arranged to 
encrypt selected ones of the data packets sent from the 
source unit to the sink unit using a first set of encryption 
values and the remaining data packets using at least a 
second set of encryption values different from the first set of 
encryption values wherein each and every one of the data 
packets is encryptedQ; 



7. A system as recited in claim 6, wherein 

• the source unit is a video source and wherein the sink device 
is a video display and wherein the number of data packets 
include some audio data packets and some video data 
packetsQ. 
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8. A system as recited in claim 7, wherein 

• the sink unit is a display unit arranged to display processed 
ones of the video data packetsQ. 

However, Kluttz discloses: 

1 . A packet based high bandwidth copy protection method 
comprising: 



• forming a number of related data packets at a source 
device(Col. 2, lines 5-15, Col. 6, lines 55 - 60, Col. 7, lines 
3-6, the examiner notes that the examiner interprets 
"related," to mean that the media being encrypted is all the 
same media, for example, a video clip that contains audio 
and video data packets is being encrypted and not a 
video/audio clip and an unrelated text document is being 
encrypted together); 

• forming a first group of encrypted data packets by encrypting 
some of the data packets based upon a first set of 
encryption/decryption values, wherein the number of 
encrypted data packets in the first group of encrypted data 
packets is less than the number of data packets formed at 
the source device(Col. 2, lines 5-15, Col. 6, lines 55 - 60, 
Col. 7, lines 3 - 6); 
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• forming second group of encrypted data packets by 

encrypting those data packets not already encrypted based 
upon a second set of encryption values wherein each and 
every one of the related data packets is encrypted and 
belongs to either the first or the second group of encrypted 
data packets(Col. 2, lines 5-15, Col. 6, lines 55 - 60, Col. 
7, lines 3 - 6); and 



• transmitting the encrypted data packets from the source 
device to a sink device coupled thereto(col. 7, lines 28 - 45); 

• decrypting the first group of encrypted data packets using 
the a first set of encryption/decryption values corresponding 
to the first set of encryption values(Col. 2, lines 21 - 28, Col. 
2, lines 33 - 40, Col. 2, lines 49 - 52, col. 6, lines 28 - 31 ); 



• decrypting the second group of encrypted data packets 
using the a second set of decryption values corresponding to 
the at least second set of encryption values concurrently with 
the decrypting of the first set of encrypted data packets(Col. 
2, lines 21 - 28, Col. 2, lines 33 - 40, Col. 2, lines 49 - 52, 
col. 6, lines 28-31); and 

6. A system for providing high bandwidth copy protection in a 
packet based system, comprising: 

• a source unit arranged to provide a number of related data 
packets(Col. 2, lines 5-15, Col. 6, lines 55 - 60, Col. 7, 
lines 3-6, the examiner notes that the examiner interprets 
"related," to mean that the media being encrypted is all the 
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same media, for example, a video clip that contains audio 
and video data packets is being encrypted and not a 
video/audio clip and an unrelated text document is being 
encrypted together); 



• an encryption unit coupled to the source unit arranged to 
encrypt selected ones of the data packets sent from the 
source unit to the sink unit using a first set of encryption 
values and the remaining data packets using at least a 
second set of encryption values different from the first set of 
encryption values wherein each and every one of the data 
packets is encrypted(Col. 2, lines 33 - 40 & Col. 7, lines 7 - 
16); 



Further, Faber discloses: 



2. A method as recited in claim 1, wherein 

• the source device is a video source and wherein the sink 
device is a video display and wherein the number of data 
packets include some audio data packets and some video 
data packets(Column 1, lines 47 through 55). 



7. A system as recited in claim 6, wherein 

• the source unit is a video source and wherein the sink device 
is a video display and wherein the number of data packets 
include some audio data packets and some video data 
packets (Column 1, lines 48 -50, a video source device 
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provides a basis value to a symmetric ciphering/deciphering 
process to a video sink device, to which the video source 
device is to provide video content). 



8. A system as recited in claim 7, wherein 

• the sink unit is a display unit arranged to display processed 
ones of the video data packets(Column 1, lines 51 -54), the 
video source device ciphers the video content for 
transmission to the video sink device, including generation of 
a first cipher key through functional transformation of the 
basis value). 



Huuhtanen and Kluttz and Faber are analogous art because they 
"same field of endeavor," which is the field of encryption of 
information being passed from a source to a sink device. 



At the time of the invention, it would have been obvious to one of 
ordinary skill in the art, having the teachings of Huuhtanen and 
Kluttz and Faber before him or her, referring to claims 2 & 7, 
Huuhtanen doesn't teach a video source and video sink wherein 
the number of data packets include some audio data packets and 
some video data packets, thus it would be obvious of one of 
ordinary skill in the art, to combine Huuhtanen with Faber to 
include a a video source device provides a basis value to a 
symmetric ciphering/deciphering process to a video sink device, 
to which the video source device is to provide video content. 

Referring to claim 8, Huuhtanen doesn't teach a sink unit that 
displays processed ones of video data packets, however thus it 
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would be obvious of one of ordinary skill in the art, to combine 
Huuhtanen with Faber to include a sink unit display unit arranged 
to display processed ones of the video data packets. 

The suggestion/motivation for doing so would have been to allow 
only a user access to specific levels of a multimedia, in Col. 1 , 
lines 20 - 26 of Kluttz, also Col. 2, lines 35 - 48 of Faber also 
please see KSR v. Teleflex, 127 S.Ct. 1727, 1740, 82 USPQ2d 
1385, 1396 (2007). 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DANT B. SHAIFER HARRIMAN whose telephone 
number is (571 )272-791 0. The examiner can normally be reached on Monday - 
Thursday: 8:00am - 5:30pm Alt. Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 ) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

DSH 

/Kambiz Zand/ 

Supervisory Patent Examiner, Art Unit 2134 



